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Abstract
[Purpose] The aim of the study was to critically analyse cybersquatting as a legal and
economic anomaly of the digital market.
[Methodology/approach/design] The methodology of the work was based on a
combination of the comparative-legal method, detailed analysis of legal acts, international
policies and the generalisation of key precedents of judicial and arbitration practice
[Findings| During the study it was established that cybersquatting encompassed various
unfair practices, including typosquatting, name-jacking and abuses by registrars. Key
protection instruments were analysed: the administrative Uniform Domain-Name Dispute-
Resolution Policy and the judicial American Anticybersquatting Consumer Protection Act.
In particular, the American approach was based on proving “bad faith intent” under nine
judicial factors, whereas the international administrative procedure required the
complainant to prove three cumulative criteria to satisfy the complaint. As a result of the
comparative analysis of the legal models of the United States of America, Germany, France
and Albania, four distinct approaches to regulation were identified: judicial with financial
sanctions, hybrid with domain blocking, hybrid with alternative dispute resolution and a
model of direct implementation of international standards. It was proved that this
phenomenon created artificial barriers to market entry, especially for small and medium-
sized businesses, undermined trust in e-commerce, as well as caused significant direct
(costs of domain redemption, legal support) and indirect (loss of traffic, reputational
damage) economic losses.
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[Practical implications] The practical significance of the work lay in the fact that its results
could be used to improve national legislation in the field of intellectual property, to develop
more effective corporate strategies for the protection of digital assets, as well as serve as
methodological material for the training of lawyers and arbitrators specialising in the
resolution of domain disputes.

|Originality/value] The study's scholarly contribution lies in its systematic comparative
analysis that identifies four distinct regulatory models across jurisdictions (the strict
judicial model of the USA, Germany's hybrid administrative-blocking approach, France's
specialized ADR system, and Albania's direct implementation of international standards),
while demonstrating how cybersquatting functions as both a legal anomaly exploiting
regulatory gaps and an economic distortion that disproportionately affects small and
medium-sized enterprises through the creation of artificial market barriers and "cyber-
inequality."

Keywords: Domain Disputes. Legal Protection. Trademark. Jurisdiction. National Model.

INTRODUCTION

The modern development of the digital economy caused radical changes
in the system of protection of intangible assets, especially in the field of
management and use of online identifiers (Zhetpisbayev et al., 2017; Hari et al.,
2024). One of the most pressing challenges undermining the stability of market
competition was the destructive phenomenon known as “cybersquatting”. It
represented unfair and speculative registration of domain names identical or
similar to trademarks, for the purpose of the further resale or manipulative use.
The analysis by Tomer et al. (2024) demonstrated that a domain name had
effectively become a new type of property, while the legal regime of its use did
not always correlate with the institution of intellectual rights enshrined in
international treaties such as the Paris Convention or the Trademark Law Treaty
(TLT). The problem was aggravated by the cross-border nature of the Internet
space. As Buletsa and Tegza (2022) emphasised, there was no single mechanism
for enforcing decisions on domain disputes between jurisdictions. This created a
legal asymmetry, whereby cybersquatters deliberately registered disputed
domains in so-called “safe harbours” or jurisdictions with minimal regulatory
density. The absence of harmonised enforcement practices hindered the protection
of both consumers and trademark owners (Omarova et al., 2017; Uderbayeva,
2024). At the same time, cybersquatting was increasingly used as an effective tool
of pressure in business negotiations, blackmail, and price speculation. Limongelli
and Sposini (2025) recorded a rise in the number of offers to buy out domain
names at deliberately inflated prices in cases where the target was start-ups and
small enterprises that had not yet managed to register a name linked to the
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trademark. Such actions formed unfair barriers to market entry, violated freedom
of competition and obstructed technological innovation. On the other hand, in
international practice it was recognised that not every registration of a similar
domain constituted an infringement. Feng (2025) raised the issue of the necessity
of maintaining a balance between the protection of the rights of sign owners and
the right to free use of the Internet space. This issue became especially acute in
disputes over domains containing commonly used words, abbreviations or
personal names. Legal uncertainty in such cases provided opportunities for abuse
both by cybersquatters and by corporations (reverse cybersquatting). The
formation of the institution of domain dispute resolution within Internet
Corporation for Assigned Names and Numbers (ICANN) (in particular, the
Uniform Domain-Name Dispute-Resolution Policy (UDRP) mechanism) became
an attempt at an institutional response to the challenges of cybersquatting.
However, as Vihikan et al. (2021) noted, UDRP arbitration procedures did not
always provide full legal protection, especially for small entrepreneurs who did
not have sufficient financial and legal resources to conduct lengthy and complex
cases. Moreover, practice showed the presence of inconsistency in decisions taken
by different domain dispute providers, which complicated the formation of a
predictable legal environment. In countries with a transitional economy, including
Albania, the situation was further complicated by the absence of a fixed model for
the regulation of domain names at the level of national legislation. As Hakiki and
Sanusi (2023) emphasised, in the absence of a clear legal mechanism, state
authorities were forced to rely on general norms of civil and antitrust law, which
created legal uncertainty and slowed down the protection of small and medium-
sized businesses. An important aspect was the role of domain registrars, who held
technical authority over the delegation of domains. The study by Wibowo et al.
(2022) showed that in a number of cases, registrars became active participants in
schemes of domain warehousing or domain speculation in the secondary market,
profiting from artificial scarcity. Such behaviour undermined the fundamental
principles of fairness in the distribution of Internet resources and required strict
legal regulation. The issue of reverse cybersquatting also became pressing,
whereby large corporations initiated proceedings against private individuals who
had legitimately registered a domain, in order to seize the resource without
economic costs. As Rajendran and Palaniappan (2022) noted, the centralised
nature of the domain name system created risks of abuse and undermined trust in
digital assets, which in the long run could lead to monopolisation of the Internet
space.

Thus, the study of cybersquatting at the present stage required a
comprehensive and in-depth analysis: from legal and institutional mechanisms to
economic consequences and threats to competition. Considering that in a
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globalised digital environment any actions in one segment could cause cross-
border effects, it was extremely important to review existing regulatory
approaches, assess the effectiveness and identify legal gaps. The aim of this study
was to identify and critically interpret cybersquatting as a legal and economic
distortion of the digital market. Within the study the following tasks were set: to
analyse legal instruments of stopping cybersquatting in international and national
jurisdictions; to identify the consequences of domain capture for overall market
balance and digital fairness; to justify practical directions for improving existing
mechanisms of protection of the identification space on the Internet.

MATERIALS AND METHODS

This study had a theoretical and empirical character. The methodological
basis of the work was grounded on the combination of general scientific and
special methods of cognition, among which the key ones were documentary
analysis and the comparative-legal method. The application of these methods
allowed a comprehensive study of cybersquatting as a legal and economic
phenomenon. The basis of the research was a corpus of legal acts, international
policies, analytical reports and court precedents. At the first stage, an in-depth
analysis of the fundamental instruments regulating domain disputes was
conducted. In particular, the key international administrative procedure — the
Uniform Domain-Name Dispute-Resolution Policy (Internet Corporation for
Assigned Names and Numbers, 1999) — was studied. In parallel, the main judicial
mechanism of the USA was analysed, enshrined in the Anticybersquatting
Consumer Protection Act (U.S. Government Publishing Office, 1999), in its
connection with the general provisions of the Lanham Act (was originally enacted
in 1946) (Cornell Law School, 2008) and its predecessor — the Federal Trademark
Dilution Act (Congress.gov, 1995). Principles of functioning of proactive
protection mechanisms, such as the Trademark Clearinghouse (Internet
Corporation for Assigned Names and Numbers, 2025a) and the Uniform Rapid
Suspension (URS) (Internet Corporation for Assigned Names and Numbers,
2025b) were also considered. At the second stage, the comparative-legal method
was applied to compare different national models of counteracting cybersquatting.
The constitutional foundations of the American model were studied through the
prism of the Fifth Amendment. Constitution of the United States (Congress.gov,
2025b) and the Fourteenth Amendment (Congress.gov, 2025a) to the US
Constitution. To understand the antitrust context, the Sherman Anti-Trust Act
(National Archives, 1890) and the Clayton Antitrust Act (Cornell Law School,
1914) were analysed. The legal model of Germany was studied on the basis of the
Basic Law of the Federal Republic of Germany (Federal Ministry of Justice and
Consumer Protection, 2025a), the Act on the Protection of Trade Marks and other
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Signs (Federal Ministry of Justice and Consumer Protection, 2023) and the
German Civil Code (Federal Ministry of Justice and Consumer Protection,
2025b). The French model was analysed through the Declaration of the Rights of
Man (Yale Law School, 1789) and the Intellectual Property Code (The Public
Service for the Dissemination of Law, 2025). The model of Albania was studied
on the basis of its Constitution (2025) and the Law No. 9947 On Industrial
Property, Albania (World Intellectual Property Organization, 2021). The pan-
European context was considered through the provisions of the Treaty on the
Functioning of the European Union (TFEU) (University of Oslo, 1957).

Jurisdictional selection was strategically limited to four distinct regulatory
models: the United States as a representative of the judicial approach with
financial sanctions, Germany and France exemplifying hybrid European Union
systems, and Albania representing direct implementation of international
standards in a transitional economy context. The temporal scope covered
legislative instruments and policies ranging from foundational acts such as the
1890 Sherman Anti-Trust Act through to contemporary mechanisms like the 2025
WIPO-ICA UDRP review project, thereby capturing the historical evolution and
current state of cybersquatting regulation. Case selection was based on
precedential significance and illustrative value, with specific instances like the
Michael Jordan trademark dispute chosen to demonstrate particular forms of
cybersquatting such as name-jacking, while registrar practices like GoDaddy's
activities illustrated systemic abuses at the administrative level. The exclusion
criteria implicitly limited the analysis to documented legal and policy frameworks
while deliberately omitting primary empirical data collection such as business
surveys or arbitrator interviews, focusing instead on comparative legal analysis of
established regulatory instruments and their documented application in domain
dispute resolution.

For the analysis of specific unlawful practices and the consequences, data
from open sources and reports were used. Certain precedents were considered,
such as the case regarding the Michael Jordan brand (2016), as well as registrar
practices, illustrated by information about the activity of the company GoDaddy
(TechCrunch, 2008). The assessment of the systemic impact of cybersquatting on
the economic environment and cybersecurity was carried out on the basis of key
conclusions and statistical data presented in the reports Global Cybersecurity
Outlook 2025 (World Economic Forum, 2025) and Initial report of the World
Intellectual Property Organization (WIPO)-Internet Commerce Association
(ICA) UDRP review project team (2025). The comprehensive application of the
mentioned materials and methods ensured the achievement of the set goal and the
fulfilment of the tasks of the study.
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RESULTS

Systematisation and Legal Qualification of the Phenomenon of
Cybersquatting

Analysis of primary sources made it possible to establish that the legal
qualification of cybersquatting was formed at the intersection of norms regulating
the functioning of the Internet and intellectual property legislation. The
fundamental document regulating the administrative consideration of disputes
was the UDRP (1999), adopted by ICANN. Analysis of the UDRP (Internet
Corporation for Assigned Names and Numbers, 1999) text showed that the policy
did not provide a single definition of cybersquatting, instead establishing a three-
cumulative system of criteria for identifying bad-faith registration. According to
paragraph 4(a) UDRP (Internet Corporation for Assigned Names and Numbers,
1999), the complainant had to prove that: the domain name was identical or
confusingly similar to its trademark; the domain owner had no legal rights or
interests in respect of that name; and the domain had been registered and was
being used in bad faith. The third criterion became the key for qualifying actions
as cybersquatting. Paragraph 4(b) UDRP (Internet Corporation for Assigned
Names and Numbers, 1999) provided a non-exhaustive list of circumstances
indicating bad faith, in particular the registration of a domain with the primary
purpose of selling it to the trademark owner at a price exceeding documented
costs, or registration aimed at obstructing the activities of a competitor. At the
national level in the USA, the Anticybersquatting Consumer Protection Act
(ACPA) (U.S. Government Publishing Office, 1999) was analysed, which
amended the Lanham Act (Cornell Law School, 2008). In the European Union,
no unified pan-European act exists that is analogous to the U.S. Anti-
Cybersquatting Consumer Protection Act (ACPA), which specifically targets bad-
faith domain name registrations mimicking trademarks. Instead, EU law
enforcement against such practices relies on harmonized trademark regulations,
such as those under the EU Trade Mark Regulation, which protect against
confusion, unfair advantage, and parasitism involving trademarks. Unfair
competition law, partially harmonized through directives like the Unfair
Commercial Practices Directive (UCPD) and Misleading and Comparative
Advertising Directive (MCAD), addresses misleading practices and free-riding at
both EU and national levels, supplemented by country-specific rules.
Additionally, policies governing country-code top-level domains (ccTLDs)
provide further mechanisms for resolving disputes over domain names that
infringe trademarks or engage in unfair practices. Unlike the UDRP (Internet
Corporation for Assigned Names and Numbers, 1999), this legal act directly
criminalised cybersquatting, establishing liability for a person who, with bad-faith
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intent to profit, registered, used or trafficked a domain name identical, confusingly
similar or (for well-known marks) dilutive of the distinctiveness of a trademark.
Analysis of the ACPA (U.S. Government Publishing Office, 1999) text made it
possible to identify nine non-exhaustive factors that courts had to take into
account when determining bad-faith intent, including: the registrant’s rights to the
trademark, non-commercial use of the domain, an offer to sell the domain without
intent to use it for offering goods, and the provision of false contact information
upon registration. Thus, whereas the UDRP (Internet Corporation for Assigned
Names and Numbers, 1999) focused on the administrative resolution of obvious
cases, the ACPA created a full-fledged judicial mechanism to combat this
phenomenon. The systematisation of unfair practices was carried out on the basis
of analysis of the factual circumstances of court cases and complaints considered
under the UDRP (Internet Corporation for Assigned Names and Numbers, 1999),
where such actions were qualified as evidence of bad-faith use.

Typosquatting was defined as the intentional registration of domain names
that were spelling variations of popular domains, aimed at intercepting Internet
traffic from users who made mistakes when entering a web address (Arkabaev et
al., 2025; Issayeva et al., 2024). Several common techniques were identified:
registering a domain with another top-level domain (e.g. .org instead of .com),
using another grammatical form of a word, deliberate misspelling, or phonetically
similar names. Cases were also recorded where the “www” part became part of
the name without a separating dot (e.g. wwwcnn.com). The study also showed the
existence of related practices such as bitsquatting (registration of domains
differing by one bit from the original) and combosquatting. Combosquatting
involves adding generic words or symbols to a well-known trademark within a
domain name to make it appear legitimate, for example paypal-login.net.. Name-
jacking was characterised as the registration of domain names containing the
names of famous individuals for unauthorised redirection of traffic and
exploitation of the popularity. The protection against it was complicated by the
fact that a personal name received legal protection as a trademark in US
jurisdiction only if it acquired so-called “secondary meaning”. An example was
the name “Michael Jordan”, which had been registered as a trademark, giving the
owner exclusive control over the use of the name. The "Michael Jordan" case
exemplifies cybersquatting through Qiaodan Sports' bad-faith registration of
trademarks using the Chinese characters for "Jordan" (3%F%), mimicking the
basketball legend's name without permission to profit from his fame. Qiaodan
Sports registered "Qiaodan" — the phonetic equivalent of Michael Jordan's name
in Chinese — over a decade before Jordan's 2012 lawsuit, building a sportswear
empire around it while also trademarking his jersey number "23" and his sons'
names. This unauthorized use confused Chinese consumers into associating the

KALEMAJ, E.; CELA, E.; QOKU, M.; Gybersquatting as a Type of Trademark Infringement and its Impact on
Fair Competition. The Law, State and Telecommunications Review, v. 18, no. 2, p. 147-172, May 2026.



154 Cybersquatting as a Type of Trademark Infringement and its impact... (p. 147-172)

products with Jordan, diluting his personal brand and goodwill. In 2016, China's
Supreme People's Court ruled in Jordan's favor, revoking Qiaodan's use of the
name as an infringement after years of lower court losses for him (BBC News,
2016). In cases where the name did not have such status, its protection under the
ACPA was problematic. Such actions gave cybersquatters unlawful “free-rider”
advantages, allowing parasitising on the reputation of others, which violated the
principles of fair competition and devalued trademark protection mechanisms.
Reverse Cybersquatting was identified as abuse of rights by trademark owners
who attempted to seize a domain name from its lawful owner through unfounded
lawsuits. It was found that such actions were often applied by large corporations
against smaller companies that had registered the domain in good faith. Reverse
cybersquatting was recognised as a serious threat to fair competition, since it
allowed dominant market players to eliminate potential competitors and created
barriers to market entry for small businesses. To counter such abuses, [CANN
(Internet Corporation for Assigned Names and Numbers, 1999) introduced certain
safeguards, such as a 60-day waiting period after a change of registration data,
which complicated unauthorised domain transfers. Domain name warehousing
and abuse of the grace period (Domain Kiting/Tasting) were classified as abuses
at the registrar level. Domain warehousing consisted in the registrar intercepting
control over domains whose registration had expired and holding the domains for
sale at auction or at a significantly higher price. An example of such a practice
was the activity of GoDaddy (TechCrunch, 2008). Abuse of the grace period was
based on the exploitation of the so-called Add Grace Period (AGP) — a short time
span (usually five days) after domain registration, during which it could be
cancelled with a full refund. Domain kiting consisted in continuous registration
and cancellation of the same domain for its virtually free use, whereas domain
tasting meant short-term registration for assessing traffic and potential revenue.

Analysis of Legal Mechanisms to Combat Cybersquatting:
Administrative and Judicial Approaches

The next stage of the study was devoted to an in-depth analysis of the legal
instruments developed to combat cybersquatting, which included international
administrative procedures and national judicial mechanisms. It was found that the
UDRP (Internet Corporation for Assigned Names and Numbers, 1999) became
the first global mechanism developed specifically for resolving domain disputes.
Its creation was initiated in 1998 by the WIPO at the proposal of the USA in
response to the inefficiency and expense of traditional litigation in cross-border
cases. ICANN implemented this policy by creating a standardised administrative
procedure, which became mandatory for domain owners in most generic top-level
domains. Analysis of the procedure showed that the UDRP (Internet Corporation
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for Assigned Names and Numbers, 1999) functioned as a system of alternative
dispute resolution (ADR), which was much faster, cheaper, and less formalised
than judicial proceedings. Proceedings were initiated by a trademark owner filing
a complaint with one of the accredited dispute resolution centres, such as WIPO,
the Asian Domain Name Dispute Resolution Centre (ADNDRC), or the Czech
Arbitration Court (CAC). To satisfy a complaint, the claimant had to prove the
existence of three mandatory elements: that the disputed domain name was
identical or confusingly similar to its trademark; that the respondent had no legal
rights or interests in relation to this domain; that the domain had been registered
and was being used with bad-faith intent. In turn, the respondent could defend its
rights by proving one of three facts: use of the domain for a bona fide offering of
goods before the dispute arose; the fact that the respondent had been widely
known under that domain name; or legitimate non-commercial or fair use of the
domain without intent to obtain commercial gain. At the same time, the study
revealed significant shortcomings of the UDRP (Internet Corporation for
Assigned Names and Numbers, 1999). Firstly, remedies were limited only to the
transfer or cancellation of the domain, with no possibility of recovering monetary
damages. Secondly, the procedure was criticised for a possible lack of due
process, since the accelerated nature of the consideration could limit the parties’
ability to submit evidence. It was important to note that a decision taken within
the UDRP (Internet Corporation for Assigned Names and Numbers, 1999)
framework was not final and did not deprive the parties of the right to apply to a
national court for substantive resolution of the dispute. At the national level in the
USA, the main instrument was the ACPA (U.S. Government Publishing Office,
1999). The reason for its adoption was the ineffectiveness of the previous Federal
Trademark Dilution Act (Congress.gov, 1995), which required proof that a
trademark was “famous”, creating significant financial and procedural barriers for
many rights holders. The ACPA (U.S. Government Publishing Office, 1999)
directly recognised cybersquatting as unlawful and created a new basis for claims
in federal courts. The key difference from the UDRP (Internet Corporation for
Assigned Names and Numbers, 1999) was that the ACPA (U.S. Government
Publishing Office, 1999) focused on proving “bad-faith intent to profit” from
registering a domain identical or confusingly similar to a protected trademark. At
the same time, unlike the UDRP (Internet Corporation for Assigned Names and
Numbers, 1999), the ACPA (U.S. Government Publishing Office, 1999) did not
require mandatory proof of the “use” of the domain for bad-faith purposes — the
very fact of bad-faith registration was sufficient. The greatest advantage of the
ACPA (U.S. Government Publishing Office, 1999) was a much wider range of
remedies. In addition to transfer of the domain, the trademark owner could request
preliminary injunctions, as well as the recovery of actual or statutory damages
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ranging from USD1,000 to USD100,000 per domain name. Comparative analysis
of the UDRP Internet Corporation for Assigned Names and Numbers, 1999) and
ACPA (U.S. Government Publishing Office, 1999) revealed that these two
mechanisms did not compete but complemented each other. The UDRP (Internet
Corporation for Assigned Names and Numbers, 1999) proved optimal for quick
and inexpensive resolution of obvious cases of cybersquatting, whereas the ACPA
(U.S. Government Publishing Office, 1999) provided a broader range of remedies,
which was appropriate in more complex cases. For clarity, the key characteristics
of these two approaches were summarised in Table 1.

extrajudicial  (alternative
dispute resolution)

Criterion Uniform  Domain-Name | Anticybersquatting
Dispute-Resolution Policy | Consumer Protection Act
(UDRP) (ACPA)

Procedure type Administrative, Judicial, considered in US

federal courts

Basic  criterion
violation

of

Bad-faith registration and
use of a domain

Bad-faith intent to profit
from domain registration

Burden of proof

The complainant had to
prove all three elements:
similarity, absence of
rights, bad faith

The claimant had to prove
bad-faith intent; the law
provided 9 factors for the
court’s assessment

Available remedies

Only transfer or
cancellation of domain
name registration

Transfer of the domain,
judicial injunctions,
compensation of damages
(actual or statutory from
USD1,000 to USD100,000)

Duration and cost

Fast (on average 45-60
days) and less costly
(WIPO  started  from
approximately USD1,500-
4,000 depending on the
number of domains and the
composition of the
arbitration panel)

Long (months or years) and
much more expensive (might
include court fees, payment
for lawyers’ and experts’
services, which  overall
reached tens of thousands of
US dollars)

Status of decision

Binding for the registrar,
but did not exclude further
appeal to court

Final judicial decision, which
had the force of law

Table 1 — Comparative analysis of key mechanisms for resolving domain disputes: UDRP and

ACPA

Notes: World Intellectual Property Organisation (WIPO).
Source: compiled by the authors based on the analysis of Uniform Domain-Name Dispute-
Resolution Policy Internet Corporation for Assigned Names and Numbers, 1999),
Anticybersquatting Consumer Protection Act (U.S. Government Publishing Office, 1999)
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Apart from reactive mechanisms, proactive tools were also developed.
Central among these tools was the Trademark Clearinghouse (Internet
Corporation for Assigned Names and Numbers, 2025a), created by ICANN
together with the launch of new generic top-level domains. Trademark
Clearinghouse (TMCH) (Internet Corporation for Assigned Names and Numbers,
2025a) functioned as a single centralised database of verified trademarks. Its main
function was to provide trademark owners with a priority right to register domains
during the “sunrise period”. In addition, TMCH (Internet Corporation for
Assigned Names and Numbers, 2025a) performed a warning function: the system
automatically sent a notification to a potential registrant about the existence of
rights, and also informed the rightsholder about the fact of registration itself,
which allowed prompt reaction. Another proactive mechanism was the Uniform
Rapid Suspension system (Internet Corporation for Assigned Names and
Numbers, 2025b). It was developed as an even faster and cheaper alternative to
UDRP (Internet Corporation for Assigned Names and Numbers, 1999), intended
exclusively for obvious and undisputed cases of trademark infringement. Unlike
UDRP (Internet Corporation for Assigned Names and Numbers, 1999), the result
of the URS (Internet Corporation for Assigned Names and Numbers, 2025b)
procedure was not the transfer of the domain but its temporary suspension. It was
specified that URS (Internet Corporation for Assigned Names and Numbers,
2025b) applied only to domains registered after 1 January 2013.

The Impact of Cybersquatting on Fair Competition and the Economic
Environment

The final stage of the research was dedicated to the analysis of the impact
of cybersquatting on the principles of fair competition and the general state of the
market environment. The negative consequences of this practice went far beyond
the financial losses of individual companies and affected the fundamental
foundations of the digital economy. The trademarks were not just identifiers but
key carriers of information on the market, signalling to consumers the origin,
quality, and reputation of goods and services.

Cybersquatting, especially in forms that involved the creation of deceptive
websites, directly interfered with this process, creating “information noise” and
distorting market signals. As noted in the Global Cybersecurity Outlook (World
Economic Forum, 2025) report, cyberattacks that used social engineering
methods, such as phishing, significantly increased due to the use of generative
artificial intelligence, which made deceptive sites even more convincing. This not
only harmed a specific company but also reduced the overall level of trust in e-
commerce. According to the same report, brand reputation damage and the loss
of customer trust were among the key threats that worried company executives.
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Thus, cybersquatting destroyed one of the main assets of the market economy —
trust, which was necessary for effective interaction between sellers and buyers.

The principles of fair competition assumed that the success of a company
depended on the quality of its products and innovativeness, not on the ability to
overcome artificially created obstacles (Fedotova et al., 2021; Kerimkhulle et al.,
2025). The research showed that cybersquatting created exactly such artificial
barriers. The Initial report of the WIPO-ICA UDRP review project team (World
Intellectual Property Organization, 2025) emphasised that UDRP (Internet
Corporation for Assigned Names and Numbers, 1999) played a critical role in
maintaining the secondary market for domain names, codifying certain protective
measures for good-faith registrants. However, when a domain name was captured
in bad faith, a company, especially a small or medium-sized one, was forced either
to pay an exorbitant ransom or to choose a less favourable name, which placed it
at a disadvantage. This was confirmed by World Economic Forum (WEF) (2025),
which highlighted the growing “cyber inequity” between large and small
organisations. 35% of small organisations considered the cyber resilience
insufficient, and 71% of cyber leaders believed that small organisations had
reached a critical point where the organisations could no longer adequately be
protected. This increased the initial costs of doing business and complicated brand
promotion. It was established that the economic impact of cybersquatting
manifested in direct and indirect losses.

Direct losses included ransom payments for domain names, as well as
significant expenses for legal and administrative processes. Although UDRP
(Internet Corporation for Assigned Names and Numbers, 1999) was an
economically efficient alternative, according to the WIPO-ICA (World
Intellectual Property Organization, 2025) report, over 125,000 cases were
considered by WIPO alone, which testified to the enormous scale of the problem
and the cumulative expenses of businesses to protect the rights. Indirect losses
were even more significant. According to the Global Cybersecurity Outlook
(World Economic Forum, 2025) report, the US Federal Bureau of Investigation
estimated losses from cybercrime in 2023 at more than USD12.5 billion. These
losses included lost revenue due to Internet traffic redirection, reduced sales due
to consumer confusion, as well as expenses on marketing campaigns aimed at
restoring reputation.

The foundation in the USA was the Sherman Anti-Trust Act (National
Archives, 1890) and the Clayton Antitrust Act (Cornell Law School, 1914), which
were aimed against monopolistic trusts and price-fixing agreements. In the
European Union, competition law, enshrined in the Treaty on the Functioning of
the EU (TFEU) (University of Oslo, 1957), also aimed to ensure a level playing
field for all market participants. Although cybersquatting was not a classic object
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of antitrust regulation, it was concluded that its impact on the market had a
pronounced anti-competitive character. It distorted the competitive environment,
gave undue advantages, and created barriers to market entry. Thus, the fight
against cybersquatting was considered not only as a matter of intellectual property
protection but also as an integral part of broader efforts to ensure fair competition,
which was a fundamental goal of any market economy.

Comparative Analysis of National Legal Models: USA, EU Countries
(Germany, France) and Albania

For a deeper understanding of the global landscape of combating
cybersquatting, a detailed analysis of national legal models was carried out in key
jurisdictions, which represented different approaches to regulation: the United
States of America, leading EU countries (Germany and France), and a candidate
country for EU membership — Albania. This analysis made it possible to identify
fundamental differences in approaches, ranging from the creation of specialised
judicial mechanisms to the implementation of administrative procedures and the
direct adoption of international standards. The US model was characterised as a
judicial model with financial sanctions, based on strong constitutional protection
of property. The Fifth Amendment of the Constitution of the United States
(Congress.gov, 2025b) and the Fourteenth Amendment to the US Constitution
(Congress.gov, 2025a) created a legal presumption in favour of protecting
property rights, which extended to intellectual property, including trademarks. On
this foundation, the specialised ACPA (U.S. Government Publishing Office,
1999) was developed. Analysis of the text of this law revealed that its uniqueness
lay in granting the trademark owner the right to apply to federal court and demand
not only the transfer of the domain name but also the imposition of preliminary
judicial injunctions and the recovery of statutory damages ranging from
USD1,000 to USD100,000 per domain. The law set out nine non-exhaustive
factors that courts had to consider when determining “bad-faith intent”, including:
the registrant’s own rights to a trademark in the domain name; the degree of
similarity between the domain name and a person’s name; prior good-faith non-
commercial use of the domain; intent to mislead consumers; offering to sell the
domain to the trademark owner without intent to use it; and providing false contact
information (U.S. Government Publishing Office, 1999). The possibility of
obtaining significant financial compensation made the American model one of the
strictest in the world and created a financial deterrent factor for cybersquatters.

The models of leading European Union countries, particularly Germany
and France, were hybrid, combining general judicial legislation and specialised
administrative procedures for national domains. Unlike the USA, the EU had no
single legislative act analogous to the ACPA (U.S. Government Publishing
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Office, 1999). In Germany, cybersquatting cases were considered by courts under
the provisions of the Act on the protection of trade marks and other signs (Trade
Mark Act — MarkenG) (Federal Ministry of Justice and Consumer Protection,
2023) and the German Civil Code (Federal Ministry of Justice and Consumer
Protection, 2025b). The constitutional basis for this was Article 14 of the Basic
Law of the Federal Republic of Germany (FRG) (Federal Ministry of Justice and
Consumer Protection, 2025a), which guaranteed the right to property, including
intellectual property. Judicial practice usually qualified cybersquatting as a
trademark infringement under § 14 MarkenG (Federal Ministry of Justice and
Consumer Protection, 2023) or as a violation of the right to a name under § 12
German Civil Code (Federal Ministry of Justice and Consumer Protection,
2025b). At the same time, the national domain .de had a specific DISPUTE policy
administered by the Deutsches Network Information Center (DENIC) registry.
Analysis of this policy showed that it was not an arbitration procedure like UDRP
(Internet Corporation for Assigned Names and Numbers, 1999). The trademark
owner could file an application, and if it met the criteria, the disputed domain was
blocked (a DISPUTE record was set), which prevented its transfer to third parties.
However, for the actual transfer of the domain, the claimant still had to go to a
general jurisdiction court. Thus, the German model used an administrative tool to
“freeze” the asset, while leaving the resolution of the dispute on the merits
exclusively to the judiciary. In France, judicial protection was also based on the
general norms of the Intellectual Property Code (The Public Service for the
Dissemination of Law, 2025), and the constitutional basis was Articles 2 and 17
of the Declaration of the Rights of Man and of the Citizen of 1789 (Yale Law
School, 1789), which was part of the constitutional block and proclaimed property
a “sacred and inviolable right”. Cybersquatting could be prosecuted as trademark
infringement (contrefagon de marque) or on the grounds of unfair competition
(concurrence déloyale) (Smailov et al., 2025; Kotukov et al., 2025). However, for
the national domain .fr, the Systéme de Résolution des Litiges (SYRELI)
procedure operated, administered by the Association Frangaise pour le Nommage
Internet en Coopération (AFNIC). Unlike the German DISPUTE, SYRELI was a
full-fledged ADR procedure, very similar to UDRP (U.S. Government Publishing
Office, 1999). It allowed trademark owners to obtain the transfer or deletion of a
domain name quickly (within two months) and at low cost, without going to court.
This created an effective two-level system: a fast administrative route for obvious
cases and a full judicial process for complex disputes.

The Albanian model could be characterised as a model of direct
implementation of international standards. Analysis showed that Albania lacked
a special law aimed at combating cybersquatting. Trademark protection was
regulated by the general Law No. 9947 “On Industrial Property” (World
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Intellectual Property Organization, 2021) and the constitutional basis was Article
41 of the Constitution of Albania (2025), which protected private and intellectual
property. Analysis of Articles 131-134 of this law (Albania constitution, 2025)
showed that it granted the owner of a registered mark the exclusive right to use it
and the right to prohibit third parties from using similar signs, creating a general
legal basis for claims. However, the law contained no special provisions or
remedies adapted to the specifics of domain disputes. A key feature of the
Albanian model was the regulation of disputes in the national top-level domain
.al. The dispute resolution policy in the .al domain zone was partly based on
principles similar to UDRP (U.S. Government Publishing Office, 1999) but was
not its official implementation. Disputes were resolved through national
administrative or judicial bodies, without direct involvement of international
arbitration institutions (such as WIPO). This approach provided predictability and
access to a recognised procedure. It limited remedies only to the transfer or
cancellation of the domain, without providing the possibility of recovering
financial damages, which was available in judicial models such as the American
one. The key differences between the analysed national models, from
constitutional foundations to specific remedies, were presented in Table 2.

Parameter USA (Germallf;iFrance) Albania
Article 14 of the
Fifth and | Basic Law of FRG; | Article 41 of the
Constitutional Fourteenth Articles .2, 17 of the Constitqtion
basis Amendments D.eclaratlon of the (protectlon of
(protection of | Rights of Man and of | intellectual
property) the Citizen of 1789 | property)
(France)
General trademark
o .| General Law
. Specialised and unfair | .
Basic legal tool .\ On  Industrial
ACPA law competition "
L Property
legislation
Absent Hybrid: DISPUTE
Role of | (disputes (Germany) — domain
administrative resolved blocking; SYRELI }rjnzll{el:nente d not
procedures mainly in | (France) — full ADR
courts) procedure
Damages: Damages: actual | Damages:
actual losses, | losses and  lost | compensation
Available lost profits, | profits; possibility of | not  provided,
remedies statutory cost recovery. | only loss of the
compensation Instrument: lawsuits | domain  name.
(USD1,000- (transfer, damages, | Instrument:
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100,000  per | prohibition of use); | international
domain under | administrative administrative
ACPA). procedures: procedure
Instrument: DISPUTE (Germany | UDRP. Actions:
lawsuits in | — temporary | transfer or
federal courts. | blocking) and | cancellation of
Actions: SYRELI (France — | domain.

domain full ADR

transfer, procedure). Actions:

judicial transfer or blocking

injunctions, of domain, recovery

compensation | of damages,

recovery. cessation of use.

Model

.. financial
characteristic

deterrence

Judicial, with

Hybrid, with two-
level protection
(judicial and
administrative  for
national domains)

Direct
implementation
of international
standard

(court fees

The procedure
was long (from
several months
to years), costly

+

lawyers’  fees
could reach

The SYRELI system
in France provided
online
administrative
dispute  resolution
within a few weeks,

Efficiency and :fll(l)ilsan ds gf‘ at minimal cost. g;zzdl;f(’“j:hf;

cost of dollars). At the DISPUTE in 60 days and cost

procedures same t.ime, it Germany worked 31 from USD1,500
allowed temporary  domain |\ " {39134 9o,
recovery of b!ocklng until - the making it
significant dispute W3 1 accessible  but
compensation resolved, which also without the
(up to made  the process possibility of
USD100,000 more accessible. compensation
per domain). recovery.

Protection
occurred
exclusively
within the
international
administrative
UDRP

Table 2 — Comparative legal analysis of national legal models for combating cybersquatting

Source: compiled by the authors based on analysis of legislation and policies of the USA (U.S.
Government Publishing Office, 1999), Germany (Federal Ministry of Justice and Consumer
Protection, 2023), France (The Public Service for the Dissemination of Law, 2025), and Albania

(World Intellectual Property Organization, 2021).

Thus, the comparative analysis revealed four different strategies of legal
regulation. The USA chose the path of creating a powerful judicial instrument
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with financial sanctions. Germany relied on general legislation, supplementing it
with an administrative mechanism of domain blocking. France created a hybrid
system, where general legislation coexisted with a specialised administrative
procedure for its own domain. Albania, in turn, relied in its national domain zone
on a proven international standard. This diversity of approaches illustrated the
global search for the optimal balance between efficiency, accessibility, and the
strength of legal remedies in the fight against cybersquatting.

DISCUSSION

The results of the conducted research confirmed that cybersquatting was a
significant and multifaceted phenomenon, which affected the system of fair
competition, going far beyond the traditional violation of trademark rights. \The
issue of domain name capture covered not only legal but also economic,
institutional, and reputational parameters of the functioning of the digital market.
The comparison of these findings with the works of other researchers revealed
both a significant number of points of convergence and certain problematic
discrepancies, especially in the context of transnational differences in regulatory
frameworks. Modern research emphasised that a domain name in the digital
economy functioned not just as an identifier but as a highly liquid market asset.
This conclusion correlated with the position of Laketi¢ (2024), according to which
domains with high commercial value turned into objects of speculative
registration. The results of this analysis confirmed this observation, as cases were
recorded when cybersquatting became an obstacle to market positioning and led
to the loss of client traffic. This, in turn, confirmed the conclusions of Almarzooqi
et al. (2022), who emphasised that the domain name was an integral part of
branding strategy, and its loss affected the entire value chain. A significant impact
on consumer behaviour was also exerted by forms of typosquatting, when unfair
actors registered domain names with orthographically and visually similar
symbols to the original brand. Such actions became an instrument of traffic
manipulation, phishing, and content substitution, which had earlier been analysed
by Ahammad et al. (2022). The functional use of domain names in such schemes
was examined in detail by Wang et al. (2024). The authors focused on attacks
using homographs of international domain names (IDN homograph attacks),
when attackers used similar characters of different languages to create fake
domains almost indistinguishable from legitimate ones. The study emphasised
that traditional detection methods were mainly oriented towards identifying
typosquatting, while the detection of homographs in international domains
remained less effective due to the problem of data imbalance. In this study, similar
practices were identified, especially in cases related to the registration of domains
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for redirection to competitors’ resources, which fully corresponded with the cited
works.

Some scholars drew attention to the phenomenon of reverse cybersquatting
— situations when large brands used legal mechanisms to pressure domain owners
acting in good faith. The study of Imayani et al. (2024) described such cases,
however, within this analysis such precedents were recorded only episodically.
On the contrary, the prevailing situations were those in which small and medium-
sized companies became the affected parties, deprived of effective legal
protection. This confirmed the thesis about institutional inequality in access to
legal protection, described by Bush et al. (2025), which was traced in cases where
large companies dominated over local actors, violating the principle of equality.
The analysis of regulatory instruments, such as UDRP and ACPA, showed the
limitations in local domain zones, especially in the context of country code top-
level domain. Arnott (2014) pointed out the low degree of adaptation of these
mechanisms in developing countries. Empirical data obtained during the analysis
of the legal model of Albania confirmed this: although the country implemented
UDRP, this forced local businesses to conduct case consideration in international
bodies, creating barriers. The fragmentation of national domain arbitration
procedures, analysed by Sutova and Vlaskovic (2022), found confirmation in the
situation in Albania, where the absence of its own specialised tribunal slowed
down the formation of national judicial practice. Particular attention in the
literature was given to the instability of the definitions of “fair use” and
“legitimate interest”. The analysis of Jon and Park (2025) showed that these
concepts were interpreted with a high degree of variability, which complicated
achieving legal certainty. The legal subjectivism in the evaluation of domain
disputes, presented in detail in the analysis of Mukhopadhyay et al. (2025), was
confirmed by the fact that the absence of unified criteria generated ambiguous
interpretations and reduced the predictability of outcomes. The analysis in this
study confirmed this tendency, as it was revealed that even with clear criteria in
ACPA and UDRP, the application remained largely at the discretion of the court
or arbitration panel. In the European context, it became increasingly evident that
the protection of digital brands required the integration of consumer protection
mechanisms with intellectual property protection tools.. De Paula Castro et al.
(2022) emphasised the necessity of converging these approaches. In practice, as
the analysis showed, it was consumers who became the objects of disorientation
in conditions of domain name abuse, which undermined trust in the market. The
idea that judicial protection against cybersquatting should be considered as an
element of public interest was put forward by Chaisse and Friedmann (2024).
However, empirical materials, especially concerning countries with transitional
economies, testified to the opposite: domain disputes rarely became the subject of
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priority judicial consideration. An important aspect concerned the territorial
applicability of legal decisions. The study of Ramsey (2020) recorded that the
extraterritorial effect of ACPA decisions was limited, especially in cross-border
disputes. These data correlated with the results of this analysis, where
international decisions were not always easily implemented at the level of national
judicial instances, especially in the absence of direct integration, as in the case of
Albania with UDRP.

The underestimation of the significance of digital identity as an object of
legal protection, recorded by Lasisi and Tembe (2025), was also traced in the
studied jurisdictions. Despite the presence of regulatory provisions, the
implementation mechanisms in the digital context turned out to be fragmented.
This indicated not only institutional gaps but also the absence of strategic
awareness of the importance of digital assets. The problem of the absence of
effective legal protection for local brands was emphasised by Singh (2025).
Empirically, this manifested in the inability of small businesses, particularly in
Albania, to defend the right to a domain even with evident good faith of claims.
In this same context, the deepening of digital inequality as a result of
cybersquatting received attention in the studies of Binhammad et al. (2024), who
showed that the absence of equal access to legal resources intensified market
asymmetries. This observation was confirmed within the analysis of cases from
Albania, where the limitation of legal support significantly reduced the
possibilities of protection. A particular category of disputes consisted of cases
with geographical indications, about which Ma et al. (2025) wrote. The study
reflected similar cases of domain registration containing city and region names by
third parties, which prevented legitimate use. Finally, the absence of verification
mechanisms at the stage of registration and blocking of domains that violated
rights was raised in the works of Huertas-Garcia et al. (2023). All the cases in this
analysis confirmed that domains were registered without prior filtering, which
enabled the emergence of conflict. Thus, the comparison of empirical data with
academic sources confirmed the necessity of a systemic transformation of
mechanisms of counteraction to cybersquatting. Individual authors, in particular
Moura et al. (2017), emphasised the necessity of involving international
organisations in forming a unified standard for regulating domain disputes. The
obtained results demonstrated that the absence of unified procedures led to legal
fragmentation. Modern research proved that only a comprehensive combination
of preventive technical solutions (such as TMCH and URS), unified legal
procedures (such as UDRP and ACPA), and institutional support for small and
medium-sized businesses could provide sustainable protection of digital
identifiers. Strengthening legal predictability, transparency of arbitration
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procedures, and international coordination remained key conditions for restoring
trust in the system of online identifiers and ensuring fair competition.

CONCLUSIONS

The conducted research achieved its aim by performing a critical analysis
of cybersquatting as a complex legal and economic problem, which distorted the
fundamental principles of fair competition in the modern digital environment.
The cybersquatting was not simply an isolated form of trademark infringement
but a multifaceted systemic phenomenon, functioning at the intersection of
economic incentives, technical vulnerabilities, and gaps in national and
international regulation. It exploited these weaknesses for obtaining undue
benefit, thereby creating significant, and sometimes insurmountable, barriers for
business and seriously undermining end-user trust in e-commerce. In the course
of the work, the key unlawful practices were successfully systematised and
typologised, from obvious forms, typosquatting and name-jacking, to more
hidden abuses at the level of registrars, including domain warehousing. The
comparative legal analysis made it possible to identify and describe in detail four
main national models of counteraction to this phenomenon: the strict judicial
model of the USA, emphasising financial deterrence; the flexible hybrid German
model, which combined judicial proceedings with administrative domain
blocking; the effective hybrid French model with a specialised alternative dispute
resolution procedure; and the model of direct implementation of international
standards, exemplified by Albania. This diversity of approaches clearly testified
to the absence of a global consensus regarding the optimal balance between
efficiency, accessibility, and the strength of legal remedies. The cybersquatting
had a pronounced anti-competitive effect, creating the so-called “cyber-
inequality” and disproportionately affecting small and medium-sized enterprises,
which, unlike large corporations, did not have either financial resources or staff
lawyers for prolonged and costly protection of the digital assets. Based on the
obtained results, a number of practical recommendations were formulated. At the
international level, it was proposed to consider the possibility of modernising
UDRP policy by introducing mechanisms for more effective counteraction against
repeat offenders, for example, through the creation of a public offenders’ register,
as well as expanding the range of possible sanctions. At the national level, states
relying solely on international procedures should develop the own hybrid systems.
Such an approach would not only provide businesses with access to national
courts for recovering damages but also contribute to the formation of national
judicial expertise in the field of digital law. Proactive measures also needed to be
strengthened by expanding the functionality of such tools as the Trademark
Clearinghouse (TMCH) and introducing stricter, possibly automated, verification
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procedures at the stage of domain name registration, which would allow the
prevention of a significant part of conflicts before these conflicts arose.

A limitation of this research was its predominantly theoretical and legal
nature, based on the analysis of normative documents, policies, and analytical
reports. The work did not include the collection of primary empirical data, such
as surveys of business representatives or interviews with arbitrators. Accordingly,
directions for further research could include a quantitative study of the economic
losses of small and medium-sized businesses from cybersquatting in different
jurisdictions for an accurate assessment of the scale of the problem. A promising
direction was the analysis of the impact of new technologies, particularly
generative artificial intelligence, on the tactics of cybersquatters.
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