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Abstract

[Purpose] The study analysed the legal frameworks governing digital assets in different
jurisdictions. The experience of Kazakhstan, Poland, the USA, Uzbekistan, Kyrgyzstan,
Singapore, China and South Korea was addressed.

[Methodology/approach/design] The study employed a comparative legal analysis
methodology, examining regulatory documents. The investigation methodically examined
critical regulatory elements across nations, encompassing licensing, taxation, investor
protection, and the prevention of financial crime. Legal papers and court rulings were
classified and encoded based on established criteria to facilitate systematic cross-
jurisdictional comparisons. Significant focus was placed on the examination of the Kazakh
regulatory framework, which integrates an innovative methodology for cryptocurrency
mining with conventional financial rules, alongside the Polish experience in executing
European directives while accounting for country particularities.

[Findings] The study revealed significant differences between Asian and European
approaches to regulation, with Central Asian countries showing a tendency to develop a
domestic regulatory model that accounts for regional specifics. The results showed
significant differences in approaches to licensing, taxation and investor protection between
developed and emerging markets. Three dominant regulatory models were identified: the
US securities-based approach, the Asian approach with a focus on payment systems, and
the European integrated approach. Key differences were observed in the requirements for
the safekeeping of digital assets and investor protection measures. The study concluded a
need to strengthen international regulatory coordination and develop harmonised standards,
especially between the European Union, Central Asia and developed Asian financial
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centres. An important aspect of the study was the identification of the need to create a
unified methodology for assessing the effectiveness of regulatory regimes, which would
allow for a more accurate comparative analysis of different jurisdictions. Particular
attention was devoted to the analysis of the impact of technological innovations on the
development of regulatory approaches, in the context of the introduction of distributed
registry systems and smart contracts. The study also highlighted the importance of
establishing mechanisms to respond quickly to new challenges in the regulation of digital
assets, including cybersecurity and personal data protection.

[Practical implications] The findings offer regulators actionable insights for aligning
national digital asset frameworks with global standards while accounting for local market
specifics, enhancing investor protection and regulatory effectiveness.

|Originality/value] This study provides a novel comparative analysis of eight
jurisdictions, offering valuable guidance for policymakers and scholars on harmonising
digital asset regulation globally.

Keywords: Cryptocurrency. Blockchain. Legislation. Verification. Law Enforcement.

INTRODUCTION

The development of digital technologies and the growth of the crypto asset
market created new challenges for regulatory systems around the world. Of
relevance is the issue of establishing an effective legal framework for the
regulation of digital assets that can strike a balance between innovative
development and investor protection. The need to create adequate regulatory
mechanisms is becoming increasingly urgent given the rapid growth of the market
and the emergence of new forms of digital assets.

The problem of legal regulation of digital assets attracts considerable
attention from researchers. P. Maume (2023) analysed the main models of
cryptoasset regulation, identifying three dominant approaches: American,
European, and Asian. The author examined the specifics of regulation in different
jurisdictions, emphasising the need to adapt traditional supervisory mechanisms
to the specifics of digital assets. A. Ferreira and P. Sandner (2021) conducted a
comparative analysis of regulatory regimes and their effectiveness. C.
Wendehorst (2023) considered the issue of conflict of laws in the context of digital
asset regulation, and J. Lee and R. Li (2023) focused on the problems of regulating
decentralised autonomous organisations (DAOs).

The researchers pay special attention to investor protection and financial
security. R.M. Garcia-Teruel and H. Simon-Moreno (2021) analysed the problems
of tokenisation of property rights and their legal protection. S. Kethineni and Y.
Cao (2020) analysed the link between the development of cryptocurrencies and
financial crime, emphasising the need to strengthen anti-money laundering
(AML) mechanisms. P. Yeoh (2017) explored regulatory issues in the context of
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blockchain technology development, while W. Zuo (2021) focused on analysing
the new financial architecture in the digital age.

Studies of judicial practice have made a significant contribution to
understanding the legal nature of digital assets. D. Fox and S. Green (2023)
analysed the impact of court decisions on the formation of regulatory approaches,
especially in terms of determining the legal status of cryptoassets. J. Woxholth et
al. (2024) explored the problems of competing claims to crypto assets,
emphasising the need to develop dispute resolution mechanisms. M. Lehmann
(2023) examined the issue of ownership of crypto-assets, and F. Schér (2021)
analysed the development of decentralised finance (DeFi) and its impact on
traditional financial systems.

In the context of regional development, O. Ali et al. (2021) studied the
peculiarities of blockchain technology implementation in different jurisdictions,
J.M. Garrido (2023) analysed the legal nature of digital tokens, and T. Frunzeti
and A. Dumitru (2023) considered the evolution of digital asset regulation in the
European Union. A. Blandin et al. (2020) presented a comprehensive analysis of
the global regulatory landscape of crypto assets.

However, despite a significant amount of research, the issue of
comparative analysis of regulatory approaches in the context of different legal
systems and levels of economic development remains insufficiently studied. This
is especially true for the experience of Central Asian countries, particularly
Kazakhstan, which has created a unique regulatory model through the Astana
International Financial Centre (AIFC) (2023), combining elements of English law
with local regulatory practices. Similarly, the experience of Eastern European
countries, especially Poland, which demonstrates an innovative approach to the
implementation of European standards for the regulation of digital assets while
maintaining national specifics, requires a deeper study. The mechanisms of
interaction between different legal systems in the context of regulating cross-
border transactions with digital assets, especially between common law and
continental law jurisdictions, remain insufficiently studied. An important aspect
that requires further study is the integration of national regulatory regimes with
international standards, in particular the recommendations of the Financial Action
Task Force (FATF) and the principles of Markets in Crypto-Assets (MiCA)
Regulation. Particular attention should be paid to studying the mechanisms for
adapting global standards to local conditions and the specifics of different legal
systems, as well as analysing the effectiveness of different regulatory models in
the context of protecting investors’ rights and ensuring financial stability.

The study aims to conduct a comprehensive comparative analysis of
regulatory approaches to digital assets in different jurisdictions to identify the
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most effective regulatory mechanisms and develop recommendations for their
harmonisation. The following tasks were set to achieve this goal:

1. Analyse existing models of digital asset regulation in leading financial
centres.

2. Study the specifics of approaches to investor protection and financial
security.

3. Assess the impact of technological innovations on the evolution of
regulatory mechanisms.

4. Develop recommendations for harmonisation of regulatory approaches
at the international level.

MATERIALS AND METHODS

The study was conducted in 2020-2024 and was based on a comprehensive
analysis of regulatory documents, court decisions and legislative acts of various
jurisdictions in the field of digital asset regulation. The methodological basis of
the study includes comparative legal, systemic, and formal legal methods of
analysis, complemented by a structured framework for cross-jurisdictional
comparison.

The empirical basis of the study was formed by legal acts and documents:
Law of the Republic of Kazakhstan No. 193-VII “On Digital Assets in the
Republic of Kazakhstan” (2023), reports of the AIFC (2023), MiCA Regulation
of the European Parliament (HALLAK, 2023), Payment Services Act 2019 of
Singapore (Monetary Authority of Singapore, 2019), Monetary Authority of
Singapore (2024) reports, annual reports of the Polish Financial Supervision
Authority (FSA) (2023), circulars and reports of the People’s Bank of China
(PBoC) (2021) on the digital yuan. Jurisdictions were selected to reflect leading
financial centres and distinct regulatory models, including Kazakhstan, the
European Union (Poland), the United States, China, Singapore, and South Korea.

The following court cases were used in the study. SEC v. Ripple Labs Inc.
(2020) No. 1:20-cv-10832, where the court considered the classification of the
XRP cryptocurrency as a security, which set an important precedent for the
regulation of cryptoassets in the United States. In B2C2 Ltd v Quoine Pte Ltd
(2019) Singapore High Court (SGHC) (I) 3, the Singapore court recognised
cryptocurrencies as a form of property subject to legal protection, setting an
important precedent for Asian jurisdictions. The case of AA v Persons Unknown
& Ors, Re Bitcoin (2019) England and Wales High Court, case number 3556
(EWHC 3556) set important precedents regarding the legal status of crypto assets
in the UK jurisdiction, and the case of Ruscoe and Moore v Cryptopia Limited
(2020) New Zealand High Court, case number 728 (NZHC 728) (PEMBROKE-
BIRSS and SINCLAIR, 2020) set a precedent regarding the ownership of crypto
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assets in the bankruptcy of cryptocurrency exchanges. An important
methodological aspect was the study of Vorotyntseva v Money-4 Limited t/a
Nebeus.com & Ors (2018) EWHC 2596 (Ch); and ByBit Fintech Limited v Ho
Kai Xin (2023) SGHC 199. These cases were systematically coded according to
legal issues, such as classification of digital assets, fiduciary duties, ownership
disputes, and freezing of assets, allowing structured -cross-jurisdictional
comparison.

The analysis included three main stages: (1) collection and systematisation
of regulations and court decisions, with coding based on predefined criteria for
licensing, taxation, investor protection, and financial crime prevention; (2)
systematic comparative analysis of regulatory approaches across jurisdictions
using these categories; (3) summarisation of results with recommendations for
regulatory harmonisation and best practices.

This approach ensured that comparisons were structured, transparent, and
reproducible, addressing gaps in previous studies that lacked methodological
clarity regarding cross-jurisdictional comparisons.

RESULTS

Legal regulation model: Transformation of regulatory approaches and
institutional mechanisms in the field of digital financial instruments

The notion of digital assets is understood differently in academic and
professional contexts. These assets typically include digital resources,
information, or intellectual property that may be managed, exchanged, or
monetised via digital channels. The notion underscores both the rights linked to
these assets and their prospective economic or functional worth in digital contexts.

The University College London (UCL) Centre for Blockchain
Technologies (2022) proposes a more blockchain-centric approach, defining
digital assets as data recorded on a blockchain that confer specific rights, such as
ownership, access, representation, voting, or practical use. Simultaneously, it is
essential to acknowledge that the conventional concept of property as essentially
“objects” has been criticised for its rigidity and inadequacy in encompassing the
comprehensive nature of contemporary ownership arrangements.

Digital assets fundamentally consist of digital entities, including data,
content, and related rights, all of which are maintained in a unique and
recognisable form (SASI & SWARNA JYOTHI, 2019; AZIEVA et al., 2021).
Technologies such as blockchain facilitate this transparency by allowing for the
transfer, use, and ownership of assets. The changing dynamics of property rights
associated with digital assets reflect society values and objectives in the digital
age.
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The scope of digital assets is quite broad and covers a diverse range of
digital content and rights (Law Commission..., 2023), including
cryptocurrencies, non-fungible tokens (NFTs), digital tokens, social media
accounts, algorithms, cloud accounts and other forms of digital intellectual
property. However, for the purposes of academic discussion, the focus is usually
narrowed to a class of assets known as cryptoassets (ALLEN, 2023).

The development of digital financial instruments has created the need to
develop new regulatory approaches and institutional mechanisms for their
regulation (ZHIYENGALIYEVA et al., 2024; NIYAZBEKOVA et al., 2023).
Particularly noteworthy is the experience of the Republic of Kazakhstan, which
has implemented an innovative regulatory model through the AIFC (2023).
According to the AIFC, since its establishment in 2018, the centre has attracted
more than 1,500 companies from 65 countries operating in the field of digital
assets. The legal framework of the AIFC, based on the principles of English
common law, provides flexibility in regulating various types of digital assets,
including both secured (tokenised securities, commodity tokens, stablecoins) and
unsecured (utility tokens, cryptocurrencies) digital assets. The peculiarity of
Kazakhstan’s approach is the creation of a comprehensive regulated environment
for cryptocurrency mining, as evidenced by the adoption of the Law of the
Republic of Kazakhstan No. 193-VII “On Digital Assets in the Republic of
Kazakhstan” (2023), which establishes clear licensing requirements and tax
regimes for mining companies.

The Polish experience of regulating digital assets demonstrates an
integrative approach within the framework of European legislation. The Polish
FSA (2023) is actively adapting national legislation to the requirements of the
MiCA, creating a unified regulatory system for all types of digital assets.
According to the FSA, as of 2023, more than 100 licensed digital asset service
providers were registered in Poland. An important aspect of Polish regulation is
the implementation of strict AML) and consumer protection requirements.

An analysis of case law demonstrates the evolution of legal approaches to
the regulation of digital assets. The case of B2C2 Ltd v Quoine Pte Ltd (2019)
SGHC(I) 3, where the Singapore court recognised cryptocurrencies as a form of
property subject to legal protection, is illustrative. This decision has influenced
the development of case law in other jurisdictions, including Central Asian
countries. In the case of AA v Persons Unknown & Ors, Re Bitcoin (2019) EWHC
3556, the English court also confirmed the status of cryptocurrencies as property
that can be subject to judicial protection.

The development of central bank digital currencies (CBDC) deserves
special attention. The National Bank of Kazakhstan has been actively developing
a digital tenge, conducting pilot tests since 2021. The project envisages a two-tier
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distribution model and integration with the existing payment infrastructure.
Similar projects are being implemented in China (digital yuan) and South Korea
(digital won), demonstrating different approaches to CBDC architecture and
implementation mechanisms.

An important aspect of the development of digital asset regulation is the
experience of Singapore, which has created a comprehensive regulatory system
through the Payment Services Act 2019. According to the Monetary Authority of
Singapore (2019), this approach has created a transparent ecosystem for the
development of digital assets while maintaining high standards of investor
protection and financial stability. As of 2023, more than 300 companies have been
licensed to provide digital asset services in Singapore (Monetary Authority of
Singapore, 2024).

The Chinese approach demonstrates a more centralised regulatory model.
Following the ban on cryptocurrency transactions in 2021, China has focused on
the development of the digital yuan (e-CNY), creating a state-controlled digital
payment ecosystem. According to the PBoC (2021), by the end of 2023, more
than 200 million users in 11 regions of the country had participated in the e-CNY
pilot project.

South Korea developed a hybrid regulatory model that combines elements
of strict control and innovative development. The Financial Services Commission
(FSC) of Korea has implemented a licensing system for cryptocurrency
exchanges, requiring mandatory cooperation with local banks to ensure
compliance with AML/Countering the Financing of Terrorism (CFT)
requirements. This approach allowed for the creation of a regulated market, with
5 fully licensed cryptocurrency exchanges operating by the end of 2023. In the
context of the development of stablecoins, the experience of regulating USDT and
other stablecoins deserves special attention. According to the European Securities
and Markets Authority (ESMA), the trading volume of stablecoins in the EU
exceeded EUR 500 billion in 2023, which highlights the need for a specialised
regulatory framework for this asset class (HALLAK, 2023).

In various jurisdictions, cryptocurrencies are the subject of litigation that
is shaping the current regulation of digital assets. The following are key court
cases that highlight the different approaches to cryptocurrency regulation in the
US, EU, Japan and China. In December 2020, the US Securities and Exchange
Commission (SEC) filed a lawsuit against Ripple Labs Inc. accusing the company
of illegally selling XRP tokens without registering securities, which is a violation
of US law (SEC v. Ripple Labs... 2020). According to the SEC, XRP is a security
and therefore its offer and sale should be subject to regulatory oversight. This
decision had significant consequences for Ripple Labs, as it led to lengthy
litigation and financial losses. In August 2024, the court found that institutional
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sales of XRP did indeed fall within the definition of securities and ordered the
company to pay a 125 million USD fine. This decision was an important precedent
that highlighted the importance of digital assets being subject to securities laws.
At the same time, it sparked a wave of discussions on the need to more clearly
define the status of various digital assets.

In 2015, the Court of Justice of the European Union considered whether
the exchange of cryptocurrencies is subject to Value-Added Tax (VAT)
regulation. The Swedish tax office ruled that the exchange of traditional
currencies for bitcoins is exempt from VAT. The Court concluded that bitcoin is
not a real item but operates as a medium of trade akin to traditional currency. This
ruling was a crucial advancement in the formulation of cryptocurrency law inside
the European Union, acknowledging these transactions as exempt from VAT and
setting a precedent for regulatory approaches throughout Europe.

One of the most illustrative cases of cryptocurrency regulation is related to
the bankruptcy of the Japanese exchange Mt. Gox in 2014, which at that time
processed about 70% of the global bitcoin transactions (PHAM, 2019). Following
the disappearance of approximately USD 450 million worth of assets, investors
filed lawsuits against the exchange and its CEO Mark Karpeles. In 2019, Karpeles
was found guilty of falsifying financial records, which highlighted the importance
of transparency and regulatory oversight of cryptocurrency exchanges. Following
this incident, Japan revised its regulation, introducing strict licensing
requirements for cryptocurrency exchanges and strengthening rules to protect
users. This decision underscored the need for stricter control over cryptocurrency
exchanges in the country and contributed to the improvement of legislation in the
field of digital assets.

In 2017, the PBoC (2021) imposed strict restrictions on the cryptocurrency
market, banning initial coin offerings (ICOs) and ordering local exchanges to
cease operations. The decision was warranted as a means to safeguard investors
and alleviate financial risks associated with cryptocurrency. Chinese courts
endorsed this strategy, establishing a legal foundation for the shutdown of bitcoin
platforms. This action reflected a cautious stance on digital currencies and
highlighted the government’s willingness to maintain strict control over the
sector, even as other countries pursued more liberal approaches to cryptocurrency
markets.

An analysis of the court practice of various jurisdictions reveals a tendency
to recognise cryptocurrencies as a specific type of property. In the case of Ruscoe
and Moore v Cryptopia Limited (2020) NZHC 728 (PEMBROKE-BIRSS and
SINCLAIR, 2020), the New Zealand court set an important precedent regarding
the ownership of crypto assets in the bankruptcy of cryptocurrency exchanges.
Similarly, in ByBit Fintech Limited v Ho Kai Xin (2023) SGHC 199, the
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Singapore court expanded the understanding of fiduciary duties concerning digital
assets.

Regulatory approaches to digital assets in different jurisdictions show
considerable variation in both legal status and institutional structure. Particularly
noteworthy is the experience of Kazakhstan, where a comprehensive digital asset
regulation system has been created through the AIFC, including a special regime
for mining and an innovative regulatory sandbox, while the Polish experience
demonstrates the successful integration of national legislation with the European
MiCA, creating a balanced regulatory system. The institutional structure of
regulation, as shown in Table 1, ranges from a single regulator (like Monetary
Authority of Singapore (MAS) in Singapore) to a complex multi-tiered system
(such as the US with the SEC, Commodity Futures Trading Commission (CFTC)
and FinCEN), with Central Asian countries showing a tendency to form
specialised regulatory bodies, although at different stages of development of their
regulatory infrastructure.

Criteria Kazakhstan Poland USA China Central Asia Singapore South EU
(Uzbekistan, Korea
Kyrgyzstan)

Legal status AIFC: a A SEC: Prohibition of Uzbekistan: PSA Virtual MiCA:
digital asset financial security cryptocurrencies licensed 2019: the Asset unified
as an object instrument Commodity . CBDC: e-CNY activities regulated Business regulation
of law. The under the Exchange: Kyrgyzstan: payment Act

Law on law on Commodity unregulated token
Digital trade. asset
Asscts 2021 Regulatio
n through
MiCA
Institutiona The AIFC is FSA is the SEC, PBoC Central MAS is a FSC, ESMA,
1 structure the main main CFTC, banks. single crypto national
regulator. regulator. FinCEN Special regulator exchanges regulators
The National Ministry commission
Bank is the of Finance s
CBDC. — taxes
Ministry of
Digital
Developmen
t
Adjustment Mining: Integratio Federal/stat Centralized Pilot DPT Banking Uniform
features special n with e level. CBDC. projects. licensing. partnership standards.
mode. MiCA. An BitLicence Blockchain Regional Innovatio . VASP Passport
Crypto innovative (NY) services cooperation n hub licences system
exchanges: sandbox
sandbox of
ATFC

Tax regime Mining: 1- Standard Capital Not available for | Preferential GST on 20% for A
10%. Trade: EU rates. gains tax crypto regimes in services profit harmonise
corporate tax VAT on free d approach

services economic

Table 1 — Comparative analysis of regulatory approaches to digital
assets in global jurisdictions (Kazakhstan, Poland, China, Central Asia,
Singapore, South Korea, EU)

Note: DPT — Digital Payment Token, PSA — Payment Services Act.
Source: compiled by the authors based on P. Maume (2023), A. Ferreira and P. Sandner (2021), E.
Florea and E.S. Pustelnik (2021), A. Blandin et al. (2020), 1. Hallak (2023), AIFC (2023).

The analysis of tax regimes shows significant differences in approaches:
from the complete absence of crypto-asset regulation in China to the detailed
taxation system in the EU and South Korea, with a special experience of
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Kazakhstan, which has implemented a differentiated approach to taxation of
mining (1-10%) and general trade in digital assets. Regulatory features show
different approaches to ensuring control and market development: from strict
centralisation in China to a liberal model in Singapore, while the European
approach, represented both in the Polish experience and in the pan-European
MiCA regulation, demonstrates the desire to strike a balance between innovation
and security, which creates the basis for the formation of global standards for the
regulation of digital assets.

Systematic analysis of the mechanisms for protecting and ensuring
financial security: Standardisation of requirements and unification of
verification procedures

The development of the digital asset market has created the need for
comprehensive mechanisms to protect investors and ensure financial security. The
key elements of such a system are the standardisation of regulatory requirements
and the unification of verification procedures for market participants. The main
problem remains the lack of uniform international standards, which leads to
regulatory arbitrage and increased risks for investors. At the same time, different
jurisdictions demonstrate their approaches to addressing these challenges,
forming unique models of market participant protection.

An analysis of global practices shows different approaches to investor
protection. In Singapore, which is one of the leading financial centres in Asia, the
Monetary Authority of Singapore (2019) has implemented a multi-level
protection system that includes mandatory licensing, capital requirements, and
insurance of customer assets. According to a report of S. Kethineni and Y. Cao
(2020), this approach has significantly reduced the number of fraud cases in the
digital asset market compared to previous years. Singapore’s regulatory model is
considered one of the most balanced, as it combines strict security requirements
with support for innovation in digital finance. The peculiarity of this approach is
the emphasis on preventive measures and continuous monitoring of market risks.

The European Union has established common standards of investor
protection for all member states through the MiCA regulation. The key elements
are requirements for transparency of transactions, disclosure of information, and
safeguarding of client assets. According to estimates of T. Frunzeti and A.
Dumitru (2023), the implementation of these standards has covered a significant
part of the European digital asset market. The European approach is characterised
by its comprehensiveness and systematic nature, which allows for the creation of
a single regulatory space for all market participants. An important aspect is also
the establishment of clear rules on the liability of service providers and
mechanisms for compensating investors.
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Particular attention should be devoted to user verification and AML
procedures. As noted by P. Maume (2023), travel rule standards require the
exchange of information about transaction participants between digital asset
service providers, which has significantly increased the effectiveness of
combating financial crime. These requirements include mandatory customer
identification, transaction monitoring and suspicious transaction reporting. The
implementation of such standards helps to create a transparent and secure
ecosystem for all market participants while ensuring the necessary level of
confidentiality of personal data.

In the context of technical security, there is a tendency to implement more
and more sophisticated security systems. Leading digital asset exchanges are
implementing multi-factor authentication and cold storage of assets. A study
(YEOH, 2017) shows that the use of cold wallets significantly reduces the risk of
asset loss compared to hot storage. In addition, new security technologies are
being developed, such as hardware security modules (HSMs), multi-signatures,
and smart contracts with additional security mechanisms. Regular security audits
and system stress testing are also relevant.

Monitoring and early warning systems are becoming increasingly
sophisticated and effective (PETRAKOV et al., 2019; SMAILOV et al., 2023).
According to A. Ferreira and P. Sandner (2021), automated monitoring systems
are highly effective in detecting suspicious transactions, which significantly
increases the level of market security. These systems use advanced data analytics
and machine learning technologies to identify abnormal behavioural patterns and
potential threats. International cooperation and information exchange between
regulators from different countries is also an important element, which allows for
more effective counteraction to cross-border financial crimes.

Regulatory oversight of cybersecurity and operational resilience is
constantly evolving. According to E. Florea and E.S. Pustelnik (2021), service
providers with digital assets that comply with established security requirements
demonstrate significantly lower vulnerability to cyberattacks. This includes not
only technical aspects of protection but also organisational measures, staff
training and the development of incident response plans. Special attention is paid
to ensuring business continuity and protecting critical infrastructure.

An analysis of regulatory requirements and protection mechanisms in
different jurisdictions reveals significant differences in approaches to ensuring the
security of the digital asset market. Table 2.

Defence Kazakhstan Poland USA China Central Singapore South EU

mechanism Asia Korea

s

KYC/AML AIFC MiCA + BSA/AML Strict Basic Strict Real Unified

requiremen standards. national requirements. controls requiremen MAS identificatio MiCA

ts International requirement FinCEN for e- ts standards n standards
standards s regulations CNY
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Investor English law Guarantee SIPC. SEC State Limited Compulsor ISMS Comprehensi
protection in the AIFC. funds. i i y certification ve protection

Compensati MiCA s fore- insurance

on protection CNY

mechanisms
Operational International European Federal State Basic AIFC ISMS NIS2
security dards for cybersecurit ideli dard requiremen standards standards Directive

AIFC y standards ts

participants
Licence AIFC: FSA: SEC/CFTC/stat Prohibitio Simplified DPT FSC CASP licence
requiremen capital, MiCA es nof mode licence of licence +
ts audit, requirement crypto MAS bank

reporting S services

Table 2 — Comparative analysis of regulatory requirements and
remedies by jurisdiction

Note: KYC — Know Your Customer, BSA — Bank Secrecy Act, SIPC — Securities Investor Protection
Corporation, CASP — Crypto-Asset Service Provider, NIS2 — Directive on Security of Network and
Information Systems (NIS Directive 2), ISMS — Information Security Management System.
Source: compiled by the authors based on S. Kethineni and Y. Cao (2020), P. Yeoh (2017), A.
Ferreira and P. Sandner (2021), A. Blandin et al. (2020), M. Lehmann (2023).

Singapore and the EU demonstrate the most advanced protection systems,
with comprehensive investor protection mechanisms and strict operational safety
standards. Kazakhstan, through the AIFC, has implemented a regulatory system
based on English law with clear capital and audit requirements, while Poland has
successfully integrated national protection mechanisms with MiCA requirements.
South Korea’s approach is particularly noteworthy, with its unique banking
partnership system and ISMS certification providing an additional layer of
security for market participants. The US demonstrates a multi-level protection
system with a division of powers between federal and state regulators, while
China has focused on strict controls for its CBDC while generally banning
cryptocurrency services. Central Asian countries, although they have basic
security requirements, show a tendency to gradually strengthen regulatory
mechanisms and approach international investor protection standards.

An important aspect of investor protection is the development of digital
asset insurance mechanisms (JOSEPH et al., 2025; MURTEZAIJ et al., 2024).
Leading jurisdictions are introducing mandatory insurance requirements for
customer funds held on cryptocurrency exchanges and with other service
providers. This approach provides an additional level of protection against
operational risks and cyberattacks. Of particular interest is the experience of
implementing decentralised insurance protocols that use smart contracts to
automate insurance claims processes.

The development of cross-chain technologies creates new challenges for
investor protection systems. Interaction between different blockchain platforms
requires the development of special security protocols and transaction verification
mechanisms (BAIMUHAMEDOV et al., 2019; BARLYBAYEV et al., 2024).
Regulators are working to create security standards for bridges between different
blockchains, considering the vulnerabilities that arise during interconnection.
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Particular attention is being paid to auditing smart contracts and ensuring the
security of liquidity protocols.

An important trend is the introduction of biometric technologies in digital
asset user verification systems. The use of biometric data for authentication helps
to increase security and simplify customer identification procedures (SMAILOV
et al., 2025; BARLYBAYEV & TURGINBAYEVA, 2025). At the same time,
regulators ensure the protection of biometric data and the compliance of
verification systems with the requirements of personal data protection legislation.

The issue of consumer protection in the use of decentralised financial
protocols remains relevant. Unlike traditional financial services, where there are
clear consumer protection mechanisms in place, such mechanisms are only being
developed in the DeFi sector. Regulators are working on adapting existing
consumer protection rules to the specifics of decentralised systems, including
information disclosure, dispute resolution and compensation.

Innovative technologies and regulatory adaptation: Evolution of
regulatory frameworks in the context of blockchain ecosystems
development

The development of blockchain technologies and their implementation in
the financial system creates the need for constant adaptation of regulatory
mechanisms. It is especially necessary to analyse the evolution of the regulatory
framework in the context of the emergence of new technological solutions and
business models in the field of digital assets. The emergence of DeFi has become
a significant challenge for regulators. According to F. Schir (2021), the amount
of blocked value in DeFi protocols has exceeded USD 100 billion, which has
created the need to develop new approaches to regulating automated financial
systems.

The introduction of smart contracts has created a new dimension of legal
regulation. The automated fulfilment of contractual obligations requires a review
of traditional legal concepts and the development of new dispute-resolution
mechanisms. Regulators in different jurisdictions are developing approaches to
recognising the legal effect of smart contracts and establishing the framework for
their use. The emergence of new forms of digital assets, such as NFTs and
tokenised real assets, has necessitated the adaptation of existing regulatory
frameworks.

In response to technological innovations, regulators are introducing new
supervisory tools, including regulatory technology (RegTech) and supervisory
technology (SupTech). According to estimates of W. Zuo (2021), the use of
artificial intelligence and data analytics technologies can increase the efficiency
of regulatory oversight and reduce compliance costs.
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An important aspect of regulatory adaptation is the development of
interstate cooperation in the regulation of new technologies. In the context of the
development of CBDCs, regulators face the need to create new legal frameworks.
As demonstrated by the Chinese experience with the electronic renminbi (e-CNY)
and the development of the digital tenge in Kazakhstan, the introduction of
CBDCs requires a comprehensive review of monetary legislation and payment
systems.

The development of AML and countering the financing of terrorism
(AML/CFT) systems requires significant attention. The introduction of new
technologies for transaction analysis and information exchange can increase the
effectiveness of these measures in the field of digital assets. A special role is
played by the FATF, an international organisation that sets global standards in
this area.

The integration of distributed ledgers technology (DLT) into traditional
financial systems creates new challenges for regulators. The need to ensure the
compatibility of different technology platforms requires the development of
common standards and interaction protocols. Particular attention is devoted to the
scalability and energy efficiency of blockchain solutions.

The development of DAOs is setting a new legal precedent in the field of
corporate governance. Regulators are faced with the need to determine the legal
status of such organisations and develop mechanisms to protect the rights of their
members. This requires a rethinking of traditional corporate law concepts and the
development of new regulatory models.

The development of the market for tokenised securities (Security Token
Offering — STO) creates the need to adopt traditional securities legislation.
Regulators are creating a regulatory framework that would ensure an adequate
level of investor protection while preserving the benefits of blockchain
technologies in the issuance and circulation of securities. Particular attention is
devoted to information disclosure and transparency of operations.

The introduction of interbank payment systems based on DLT (Real-Time
Gross Settlement — RTGS) opens new opportunities for modernising the financial
infrastructure. Central banks in different countries are actively exploring the
potential of these technologies to improve the efficiency and security of payment
systems. Projects in this area require the development of special security protocols
and operational resilience standards.

The issue of personal data protection in the context of the development of
DLT requires special attention from regulators. The implementation of the
General Data Protection Regulation (GDPR) in blockchain systems poses
technical and legal challenges, especially concerning the implementation of the
“right to be forgotten” and ensuring the confidentiality of transactions. Regulators
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are working to strike a balance between the transparency of blockchain systems
and the protection of user privacy.

The development of Blockchain Interoperability creates new challenges
for regulators in standardisation and security. The need to ensure the secure
exchange of assets between different blockchain platforms requires the
development of common security protocols and standards. Another important
aspect is to ensure the technical compatibility of different systems while
maintaining their autonomy and security.

The issue of the environmental impact of blockchain technologies,
especially in the context of the Proof of Work (PoW) consensus mechanism, is
becoming increasingly relevant to regulators. The transition to more energy-
efficient consensus mechanisms, such as Proof of Stake, requires the development
of appropriate regulatory incentives and energy efficiency standards.

The development of the stablecoin market and its integration into the
traditional financial system necessitates the development of special regulatory
requirements. Particular attention is devoted to ensuring the stability of such
assets, transparency of reserves and protection of users’ rights. Regulators are
seeking to create a framework that would ensure financial stability while
preserving the innovative potential of these instruments.

DISCUSSION

The analysis of regulatory approaches to digital assets in different
jurisdictions has revealed three dominant regulatory models: American, European
and Asian. This observation aligns with the findings of V.A. Kumar et al. (2024),
who also identified these models, but additionally highlighted the emergence of
hybrid approaches in developing jurisdictions. Particularly important is the
authors’ conclusion that hybrid models are often more effective, as they allow for
local specifics to be addressed while maintaining compliance with international
standards. The regulatory practice in Kazakhstan and Poland confirms this thesis,
demonstrating the successful combination of international standards with national
regulatory features.

The established trend towards the creation of specialised regulatory
regimes for digital assets, which is especially noticeable in the case of the AIFC
in Kazakhstan, confirms the conclusions of M. Hashemi (2024) about the need to
adapt traditional regulatory mechanisms to the specifics of digital assets.
However, contrary to the author’s assumptions about the prevalence of prohibitive
measures, practice shows a tendency to form a constructive regulatory framework.
The experience of the Central Asian countries refutes the thesis that severe
restrictions are inevitable in developing regions, demonstrating the possibility of
creating innovative regulatory regimes. An important factor in success is not so
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much the level of economic development as the willingness of regulators to
implement flexible supervision and control mechanisms.

The results of the study reveal the impact of regulatory sandboxes on the
development of innovation in the field of digital assets. J. Butt (2023) previously
noted the effectiveness of this approach, but new data from the experience of the
AIFC and the Polish FSA demonstrate the even greater potential of this tool for
balancing innovation and risk. Practice shows that regulatory sandboxes not only
foster innovation but also allow regulators to better understand the risks of new
technologies and develop more effective control mechanisms. The role of
sandboxes in testing new investor protection and financial crime mechanisms
appears to be particularly important. This finding extends the role of experimental
regulatory regimes presented in previous studies. Moreover, the incorporation of
Decentralised Identity (DID) technologies into KYC/AML frameworks could
substantially bolster regulatory compliance while concurrently enhancing user
privacy safeguards. This connection might enhance customer verification
procedures, mitigate fraud risk, and bolster confidence in digital asset
marketplaces.

An analysis of investor protection and financial security mechanisms has
revealed significant differences between developed markets and emerging
jurisdictions. The identified differences in approaches to investor protection
correlate with the conclusions of S.M. Safoeva (2023) regarding the need for a
differentiated approach to regulation depending on the level of financial market
development. However, contrary to the author’s predictions of a long period of
convergence of standards, practice shows accelerated harmonisation of
requirements, especially in AML and countering the financing of terrorism. This
process is particularly noticeable in the implementation of the “travel rule”
standards and customer identification requirements. According to L. Lee (2024),
such standards are being successfully implemented in developing countries, as
demonstrated by the experience of Kazakhstan and other Central Asian countries,
showing the possibility of rapid adaptation of international standards in the
presence of appropriate political will and technological infrastructure.

An analysis of the technological aspects of regulation, in particular the
introduction of CBDCs, shows a more complex picture than was anticipated in
the studies. A. Zhuk (2024) found that the success of CBDC implementation
depends not so much on technological readiness as on the adaptation of the
regulatory infrastructure and coordination between financial market participants.
China’s experience with the introduction of the digital yuan and pilot projects in
other jurisdictions shows that the key success factors are not only technical
solutions but also the ability to create an effective ecosystem for the interaction
of all market participants.
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An important aspect of the study is the analysis of the impact of regulatory
requirements on the development of DeFi and other innovative financial
instruments. R. de Caria (2018) and D.A. Zetzsche et al. (2020) emphasises the
need to create special regulatory regimes for DeFi, which is confirmed by practice,
but with important modifications. In particular, the study determined that hybrid
approaches that combine elements of traditional financial regulation with
innovative mechanisms for supervising decentralised systems are the most
effective. Hybrid methodologies, especially when integrated with sophisticated
biometric authentication, can enhance user trust and facilitate wider acceptance of
digital asset platforms among the general populace (PAVLOVA et al., 2024; SASI
et al., 2023). Nevertheless, the burgeoning issues in the DeFi sector, including
cyberattacks on smart contracts, governance assaults such as rug pulls, and
economic abuses like pricing manipulation, underscore the necessity for improved
consumer protection. For example, significant smart contract breaches
documented in W. Li et al.'s study have resulted in considerable user losses, while
governance attacks analysed by Z. Lin et al. and token price manipulations
emphasised by S. Wu et al. have revealed weaknesses in platform governance. To
address these difficulties, regulators may enforce specific measures, like
obligatory security audits for smart contracts, more stringent transparency and
governance mandates for DeFi protocols, and improved oversight of pricing
mechanisms. Implementing best practices from conventional financial sectors,
such as automated compliance mechanisms and investor education programs, can
mitigate consumer risk and enhance market confidence.

The results of the analysis of court practice in various jurisdictions
demonstrate the formation of new legal doctrines regarding the status of digital
assets. The UNIDROIT (2024) study reveals a progressive trend in the courts’
approaches to determining the legal nature of crypto assets. The decisions in the
cases of B2C2 Ltd v Quoine Pte Ltd (2019) SGHC(I) 3 and AA v Persons
Unknown & Ors, Re Bitcoin (2019) EWHC 3556 have set important precedents
recognising digital assets as a special form of property. As L. Lee (2024) noted,
judicial practice is beginning to form common approaches to resolving disputes
in the field of digital assets, despite differences in the legal systems of different
countries.

The analysis of regulatory policy in the field of combating financial crime
has revealed a tendency to strengthen international coordination and
standardisation of requirements. According to V.A. Kumar et al. (2024), the
implementation of international standards, especially FATF requirements, is
faster than expected. The experience of implementing the “travel rule” standard
in different jurisdictions demonstrates that technological and organisational
barriers can be overcome with effective international cooperation.
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The study also identified the growing role of technological innovation in
shaping regulatory approaches. M. Hashemi (2024) emphasised that effective
regulation of digital assets requires a deep understanding of technological aspects
and the active implementation of innovative supervisory tools. This is especially
evident in the development of transaction monitoring systems and the introduction
of automated compliance mechanisms.

The identified trends in the development of licensing requirements and
verification mechanisms for digital asset market participants deserve special
attention. The research conducted by S.M. Safoeva (2023) confirms the need for
a differentiated approach to licensing various types of activities with digital assets.
At the same time, practice shows a tendency to unify basic requirements while
maintaining the possibility of considering national specifics. The experience of
implementing MiCA regulation in the European Union, which creates a unified
licensing system while maintaining flexibility for national regulators, is
particularly illustrative.

An important result of the study was the identification of the growing role
of self-regulation and market mechanisms in ensuring the stability of the digital
asset market. According to J. Butt (2023), market participants can form effective
risk control and management mechanisms. This is especially evident in the
development of decentralised risk management protocols and digital asset
insurance systems. The experience of leading cryptocurrency exchanges and other
service providers demonstrates that it is possible to create reliable investor
protection mechanisms even in the detailed absence of regulation.

An analysis of the development of regulatory sandboxes and innovation
hubs has revealed their critical role in shaping effective approaches to regulating
new financial technologies. A. Zhuk (2024) demonstrates the even greater
potential of this tool for innovation. The experience of the AIFC and other
regulatory sandboxes confirms the possibility not only of testing new financial
products but also of developing innovative approaches to regulation and
supervision. Particular attention is drawn to the methodology of risk assessment
in sandboxes, which, according to R. de Caria (2018), allows identifying potential
threats in the early stages of innovation. V.A. Kumar et al. (2024) note that the
success of regulatory sandboxes depends on the level of interaction between the
regulator and market participants, as well as the clarity of the established criteria
for evaluating test results. Another important aspect of sandboxes is their role in
shaping international regulatory standards, as successful practices are rapidly
spreading between jurisdictions through regulatory cooperation mechanisms.

Overall, this study demonstrates that the development of digital asset
regulation is more dynamic and comprehensive than anticipated in previous
studies. The identified trends indicate the formation of a new paradigm of
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financial regulation that combines elements of traditional supervision with
innovative approaches to risk management and investor protection. The
incorporation of DID solutions and biometric verification technologies further
augments this framework by fostering secure, privacy-conscious, and user-centric
digital financial services. This creates the basis for the further development of
international standards and mechanisms for regulating digital assets. According
to L. Lee (2024), this evolution of regulatory approaches reflects the general trend
towards harmonisation of international standards while maintaining the flexibility
of national regulatory regimes. M. Hashemi (2024) emphasises that the successful
implementation of new regulatory mechanisms largely depends on the ability of
jurisdictions to adapt international standards to local conditions and market
specifics. The balance between ensuring innovative development and maintaining
the stability of the financial system becomes especially important, which requires
continuous improvement of regulatory instruments and supervisory mechanisms.

CONCLUSIONS

The study of regulatory approaches to digital assets in different
jurisdictions has identified key trends, models and effective strategies that
promote the development of the digital asset market and ensure its security. The
analysis confirmed that the main regulatory models — the US, European and Asian
— differ significantly in their approaches to licensing, investor protection and
financial security. The European model, represented by the MiCA regulation, is
focused on harmonising and unifying regulatory requirements within the EU, in
particular concerning investor protection and minimising financial risks. The US
model focuses on strict regulation by bodies such as the SEC and CFTC, which
provide market oversight to protect investors and combat financial crime. The
Asian model is characterised by adaptation to local needs and innovation, such as
the integration of digital currencies in Singapore and the launch of pilot projects
with the digital yuan in China.

The practical results of the study confirm that hybrid regulatory models
that combine international standards with local specifics may prove to be the most
effective in ensuring the stability and growth of the digital asset market. The
experience of Kazakhstan and Poland shows that the introduction of adaptive
regulatory regimes, such as regulatory sandboxes, creates a favourable
environment for innovation while minimising the risks associated with money
laundering, fraud and other financial crimes. Regulatory sandboxes have proved
to be significant for analysing the risks of new financial products, allowing
regulators to better understand their potential market impact, prepare appropriate
regulations and establish control and supervisory tools.
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Furthermore, the incorporation of DID solutions into KYC/AML
frameworks can improve regulatory efficacy and wuser privacy, while
advancements in biometric verification bolster user confidence and facilitate
wider acceptance of digital asset services.

The findings highlight the importance of adapting regulatory approaches
to the unique characteristics of digital assets, as well as the need for international
coordination of efforts to combat financial crime. The introduction of the global
“travel rule” standard, which obliges providers to transmit customer information
in transactions with digital assets, and the tightening of customer identification
requirements in different countries indicate the successful harmonisation of
approaches to combating money laundering.

At the same time, the study has certain limitations. One of them is the lack
of access to classified documents of individual regulators and the heterogeneity
of the pace of digital asset adoption in developing countries. In addition, the study
limitations were determined by the theoretical coverage of only certain aspects of
regulation, while the practical application of the recommendations requires
further study of local conditions in different jurisdictions.

To further improve the results of the study, it is advisable to focus on a
detailed analysis of the economic impact of digital asset regulation. Attention
should be paid to the interaction of CBDCs with DeFi, which could be used to
assess their potential impact on the traditional financial system, including banks
and non-banks.

Thus, the results of the study demonstrate that the development of digital
assets requires balanced regulatory approaches that combine flexibility and
adaptation to local conditions with compliance with international standards.
Future study may investigate the incorporation of decentralised identity (DID) and
biometric verification into hybrid regulatory frameworks, connecting technology
advancement with substantial enhancements in investor protection, compliance
efficacy, and user uptake. Further research could be aimed at developing and
implementing new methods of controlling the digital asset market, including
automated transaction monitoring systems and financial crime protection
mechanisms, which will ensure investor protection and the stable development of
the industry in the context of digital transformation.
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